Chrome Flaw Allows Sites to
Secretly Record Audio/Video
Without Indication
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Sounds really scary! Isn’t it? But this scenario is not only possible but is hell easy to accomplish.A UX design flaw in the Google’s Chrome
browser could allow malicious websites to record audio or video without alerting the user or giving any visual indication that the user is
being spied on.

AOL developer Ran Bar-Zik reported the vulnerability to Google on April 10, 2017, but the tech giant declined to consider this vulnerability
a valid security issue, which means that there is no official patch on the way.

How Browsers Works With Camera & Microphone
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Before jumping onto vulnerability details, you first need to know that web browser based audio-video communication relies on WebRTC (Web
Real-Time Communications) protocol — a collection of communications protocols that is being supported by most modern web browsers to enable
real-time communication over peer-to-peer connections without the use of plugins.
However, to protect unauthorised streaming of audio and video without user’s permission, the web browser first request users to explicitly
allow websites to use WebRTC and access device camera/microphone.
Once granted, the website will have access to your camera and microphone forever until you manually revoke WebRTC permissions.
In order to prevent ‘authorised’ websites from secretly recording your audio or video stream, web browsers indicate their users when any
audio or video is being recorded.
« Activating this API will alert the user that the audio or video from one of the devices is being captured, » Bar-Zik wrote on a Medium
blog post. « This record indication is the last and the most important line of defense. »
In the case of Google Chrome, a red dot icon appears on the tab, alerting users that the audio or video streaming is live.
How Websites Can Secretly Spy On You
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The researcher discovered that if any authorised website pop-ups a headless window using a JavaScript code, it can start recording audio and
video secretly, without the red dot icon, giving no indications in the browser that the streaming is happening..[lire la suite]

Notre métier : Vous aider a vous protéger des pirates informatiques (attaques, arnaques, cryptovirus..) et vous assister dans vos démarches
de mise en conformité avec la réglementation relative a la protection des données a caractére personnel.

Par des actions d’expertises, d’audits, de formations et de sensibilisation dans toute la France et a l’étranger, nous répondons aux
préoccupations des décideurs et des utilisateurs en matiére de cybersécurité et de mise en conformité avec le réglement Européen relatif a
la Protection des Données a caractére personnel (RGPD) en vous assistant dans la mise en place d’un Correspondant Informatique et Libertés
(CIL) ou d’un Data Protection Officer (DP0O) dans votre établissement.. (Autorisation de la Direction du travail de l’Emploi et de la
Formation Professionnelle n°93 84 03041 84)

Plus d’informations sur : https://www.lenetexpert.fr/formations-cybercriminalite-protection-des-donnees-personnelles
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